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Implementing Risk Management

This guidance document accompanies the Council’s Risk Management Strategy and
the current Service Plan Guidance, so reference should be made to all documents.

The purpose of this document is to provide practical advice on how to implement the
strategy and provide a consistent approach across the Council.

The Risk Management Process

The process for identifying, assessing, managing and monitoring risk is an integral
part of the management process. The continual identification and assessment of risk
is key to the successful delivery of our outcomes.

The changing external environment and the decisions made in the course of running
the Council will continuously alter the status of risks identified and new risks
emerging. The risk assessment process should support this on-going and forward-
looking identification and assessment of risk as part of running the Council.

An overview of the risk assessment process is shown below:
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The risk register is how risks are documented. The current risk register format is
included in Appendix 1. Its purpose is to provide a consistent method for capturing
risk information. While it should be used at all steps in the process, it is important to
make it a relevant and dynamic document. Its main purpose is to help ensure we
take action where we need to.



The Corporate Risk Register documents the risks to the Council as a whole.

In addition, each Directorate, Service and Partnership is required to maintain an
up-to-date risk register. It is left to the Service to decide whether it also records its
risk assessment and maintains risk registers at business unit level. This will depend
on the size, complexity and range of activities in the service.

Project risks should be identified during the Project Initiation Document (PID) stage
and, where a project progresses, the Project Manager is required to maintain an up-
to-date risk register for that project.

Risk assessment will not be relevant or dynamic if we just go through the motions of
writing down lists of risks.

Risk assessments, at all levels, are carried out within the regular business planning
cycle, making risk management part of an established process, and ensures that the
mitigation actions for key risks are included within business plans. As risk
management is integrated with business planning, the existing performance
management system is used to measure risk management performance.

Stage 1 — Define Objectives

It is important that those involved in the risk assessment process clearly understand

the relevant key business objectives i.e. ‘what we want to achieve’ in order to be able

to identify ‘the barriers to achievement’. The more clearly objectives are defined; the

easier it will be to consider those risks that could actually impact on objectives.

Objectives must therefore be SMART (Specific, Measurable, Agreed, Realistic and

Time bound). It follows therefore that:-

e Corporate and strategic risks are identified and prioritised in relation to the
Council’s Vision and key objectives.

e Directorate and Service risks are identified and prioritised in relation to the service
business plan.

e Partnership and project risks are identified and prioritised in relation to the
particular objectives of the partnership / project.

e All of the above are identified within the 5 ways of working (the sustainable
development principle).

Stage 2 — Risk Identification

Risk identification attempts to identify the Council’s and citizens exposure to
uncertainty. To ensure that key risks are identified, the process requires imagination,
creativity, ingenuity and wide involvement as well as a methodical framework.

This is probably one of the most important steps of the process, as we can only
attempt to manage risks we have identified. To try and achieve a robust risk
assessment, it is useful to consider the whole spectrum of risk, which is all of the
various areas where the Council or service may face risk. The following categories
may be used as prompts to aid the thought process:
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These are explained in more detail within Appendix 2 (which gives examples but is
not an exhaustive list). Using the prompts, various techniques can be used to begin
to identify risks including:-

e Risks in relation the achievement of the national Well being goals and the
statutory duty to the 5 ways of working (ICIP) see below

Brainstorming / workshops

Horizon scanning (10-15 years) (looking to the future over a longer term.

Past experience; (needs a mixed group)

SWOT/PESTLE analysis or similar.

Exchange of information/good practice with others.

Or to ask a ‘one off’ question of staff who do the work — “What happens now?”

It is important to also identify those risks where their contribution to objectives are
not totally clear, particularly at operational or service levels where risks to safety and
financial loss should also be considered, as should risks around compliance and
statutory requirements.

A move away from traditional risk identification is to consider risks that will affect the
public or citizen not just internal risks. We need to show how our decisions and risks
of those decisions will affect the well-being of future generations in the short,
medium and long-term.

No one person holds all the risks, so it is critical to good identification and
understanding to ensure that the process is as comprehensive as possible, meaning
a mixed group of all grades of staff should identify the risks whatever method(s) are
used.

We have a ‘duty’ to maximise our contribution to the Well-being Goals, so we need
to show this in our planning and our risk identification and assessment in
understanding how we maximise our contribution to the Well being Goals.
Appendix 4 details the 5 ways of working and how this will impact risk
identification. This is also available within the service planning guidance which is on
the intranet.

Risks should be captured whether they are under the Council’s direct control or not.
For significant partnerships, the risks to the Council as well as the risks to the
partnership itself need to be considered.



Risk can also be identified in the service’s annual self evaluation where the relevant
managers take an evidenced based approach to identify how good (or otherwise) the
service is performing. Depending on the evidence and the conclusions reached this
process will also identify risks that are emerging.

Finding the right words (which is explained in the Service Plan guidance), to properly
define a risk is important so it is clear to someone unfamiliar with the service as to
what the risk is. A good guide is that we must be able to look back and say whether
the risk event occurred or not. It is advisable to start a description with “The risk
that...”, or “The risk of...... ”. Only using a short phrase normally leaves too much
room for different interpretation, e.g. “IT failure” compared to “The risk that failure of
the outdated system will results in... (then be as specific as possible)”. This way risk
registers will be clear to those who may not be familiar with the background of the
risk when the register is being monitored.

Staff should be able to raise risks with managers at any time to allow for emerging
risks so it is not just at a fixed period in time. Alternatively staff or members can
contact the Performance Management Unit for advice on identifying risks, contact
details are on page 10.

Stage 3 — Assess

Having identified a risk (or vulnerability) it is important to assess the causes or
triggers, the potential consequences/impact and how effectively it is being managed.
It is the management of the cause(s) and consequence(s) that determines how well
a risk is controlled. This, in turn, determines what further actions may be necessary.

The vulnerability is essentially the risk, or the weakness that currently exists. The
triggers are what are or could cause the risk to materialise, whilst the consequences
are the ‘worst likely’ chain of events that could occur were the trigger to occur.

When assessing the risk impact and likelihood we do so on a residual basis. The
residual risk is the risk as it currently stands with existing controls in place.

Stage 4 - Prioritise Risks

As there is finite time and resources available, not all identified risks can be
managed, so following identification and analysis the risks will need to be evaluated
to assess the really key ones. The likelihood and severity or impact of each risk is,
therefore, assessed within the relevant timeframe of the business plan/project.

Likelihood is assessed by asking how likely it is that the trigger event should occur in
the given timeframe.

The challenge for each risk is how much impact it could have or is having on the
ability to achieve or deliver an objective or to the public detriment.

Appendix 3 provides risk assessment criteria for corporate risks. The risk
assessment criteria used is for guidance and allows the assessment to be more
objective enabling risks to be prioritised and escalated consistently.



The risk assessment criteria can be used as a guide for Service, Project, and
Partnership risks but will need to be scaled in relation to size, budget and
prominence of the Service, Project or Partnership concerned.

When looking at likelihood of occurrence, the following is for guidance:

Likelihood of Occurrence Table sgtci’rr]z
Unlikely to Occur 1
Lower than average chance of occurrence in most circumstances 2
Moderate chance of occurrence 3
Higher than moderate chance of occurrence 4
Expected to occur in most circumstances 5

When looking at the impact of the risk if it were to occur the following is for guidance:

« Operational performance of service area would not be materially affected
and the authority would not encounter any significant accountability
implications.

« The interest of stakeholders would not be affected.

« Public perception of the organisation would remain intact

« Minor detrimental impact on the well-being of future generations in the
short term or missed opportunity to improve the social, economic, cultural
and environmental well-being of an area or its citizens,

- Slight Inconvenience for the performance of the service area.

« Some accountability implications, but would not affect the ability to meet
key reporting requirements.

+ Recovery from such consequences would be prompt.

« Some minor effects on ability of stakeholders to pursue rights and
entitlements. 2

- Public perception of the organisation would alter slightly, but no significant
damage or disruption.

« Minor impact of the risk on the well being of future generations but
impact could escalate badly for our citizens if not addressed.

« Operational performance would be compromised and revised planning
maybe required.

« The organisation would have trouble in complying with key reporting
requirements.

« Recovery would be more gradual and require redirection of resources and
planning adjustments. 3

« Stakeholders would experience considerable difficulty in pursuing rights
and entitlements.

« Adverse public reaction would result in some damage and disruption to the
authority.

« Medium detrimental impact (or missed opportunity) to the social,
economic, cultural and environmental well-being of an area or its
citizens particularly over the medium term (10 years plus)



« Operational performance would be severely affected.
« The organisation would not be able to comply with the majority of its
reporting requirements effectively.
« Recovery from consequences would be highly compromised. 4
« Stakeholders would be unable to pursue their rights and entitlements.
« Public Reaction would result in major disruptions.
« The well being of future generations would be severely impacted
« Operational performance would be severely compromised.
« Accountability implications would result in not being able to meet reporting
requirements.
« There would be significant financial losses.
« Recovery would be severely compromised.
« Stakeholders would face severe consequences. 5
« Major adverse repercussions would affect large sectors of the authority, its
clients and the public.
Significant detrimental impact or missed opportunity to improve the well-
being of future generations and the social, economic, cultural and
environmental well-being of an area and or its citizens, particularly over
long term (25 years)

It is important when scoring the likelihood and impact of risks that a balanced view is
taken. Once the likelihood and impact is scored the risk can be rated and prioritised.

For example if an impact is 3 x 4 Likelihood of Occurrence this would give a score
of 12, identifying this as a risk category of Medium.

The combination of likelihood and severity/impact provides a risk score allowing risks
to be plotted on the matrix and set the risks in perspective against each other.

5 Likelihood
1 Unlikely
S 4 2 Lower than average chance of occurring
(@) 3 Moderate
(@) 4 Likely
< 3 5 Almost Certain / expected
Q
=
- 2 Severity
1 Insignificant (low)
1 2 Minor (low)

3 Moderate (medium)
4 Major (medium/ significant)
1 2 3 4 5 5 Catastrophic (significant)

Severity/Impact

Those risks towards the top right hand corner with higher likelihoods and impacts
(red) are the most pressing with the priority falling as we move down to the bottom
left hand corner.

This prioritisation helps us decide where to focus our risk management efforts.
Those risks in the green blocks should not be ignored but no significant effort or
resource will be used to manage them.



Stage 5 — Respond to Risks

This is vitally important as it is during this stage that improvement actually occurs.
There are normally options for improving the management of a risk and they fall into
the following categories.

Response | Which means? | Example

Tolerate Do nothing Where current control measures are sufficient to
‘extra’ to reduce the likelihood and impact of risk to a
manage the risk | tolerable level that there is no added value in doing

more, or not cost effective or realistic to try and
manage it further.

Where risks that are outside of our control and we
have no influence over them e.g. Government
introducing legislation that has a negative impact on
the Council. These risks have to be accepted, but
can be monitored.

Treat Mitigating the The most likely form of management for the majority
risk by of risks. Developing SMART actions to manage the
managing: likelihood of risks occurring, their impact if they

e the likelihood | were to occur, or both.

e the impact Preventative controls are used to mitigate likelihood

e Or both — to ensure something does not happen e.g.

eUse the ICLIP | training so that staffs do not do something in the
model for wrong way or firewalls to prevent computer virus
potential attack. Impact is often mitigated with some kind of
solutions contingency e.g. alternative service providers or

alternative service arrangements.

Transfer Insurance / Insurance, although will not be applicable for most
outsourcing / of the risks faced.
partnerships Outsourcing or entering into partnerships may

transfer certain risks, however, will inevitably create
new and different risks which have to be managed.

Terminate | Stop doing an Where a risk could be so serious that there is no
activity other option but to terminate the activity that is

generating the risk. This can be difficult for a local
authority given the number of statutory functions,
however, non-statutory services could cease.

Where required, specific actions should be developed with defined ownership and
timescales. When the risk assessment is conducted alongside the business planning
process, actions should be integrated in the business plan.

In determining what actions are required, it is important to consider the effect these
will have on controlling the risk in question, and specifically what change they will
make to the impact and/or likelihood of the risk. Consideration should also be given
here as to the ‘Cost-Benefit’ of each control weighed against the potential cost
/impact of the risk occurring. N.B. ‘cost/impact’ here includes all aspects including
financial, resourcing, but also reputational.
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Stage 6 — Monitoring Risks

The monitoring of risks is a normal management activity and as such should be
integrated as part of normal line management responsibilities. Risk Management is
not a one off exercise — it needs to be an integral part of the way we work. Progress
in managing risks will be monitored and reported so that losses are minimised and
intended objectives are achieved.

Monitoring of risks and the actions identified to mitigate them is, therefore:
e part of existing performance monitoring timetables;
o focused on those risks that have been given the higher priority (red).

Service risks and the actions identified to mitigate them will be formally monitored
and reviewed as part of quarterly Service Plan Reviews.

Risks identified and assessed as per stage 2 to 4 can be monitored at a Directorate
Risk level and each Directorate has a risk register identical to the register in
Appendix 1

Stage 7/8 — Review and Report / Communicate And Consult

The annual planning process is the point at which outcomes are reviewed and

revised and is, therefore, a logical point at which to also review key risks and how

they are managed. Service Evaluation and planning presents the opportunity to be

forward looking and pro-active in our management of risk. Within the planning

process (e.g. business cases, service plans) it is necessary to answer three main

guestions:

e Have we considered what we need to do in the year(s) ahead to deliver our plans,
and the risks of not doing these things? (the opportunities)

e Have we considered what might go wrong, with significant impact, to the well
being of our citizens, and how we would spot it in a timely manner?

e Have we considered external risks and identified those it is realistic for us to plan
for? (this can be identified in section 7 of the self-evaluation)

Discussion, review and reporting of risk should take place at regular management
and team meetings. Key risks and action progress should be reviewed at these
meetings as determined by the severity of the risk.

Regular internal reports enable managers and Members to be fully aware of the
extent of the risks and the changes occurring to them. In practice, risks will be
reported as part of the performance management and business planning processes.

Internal reporting arrangements provide different levels of the Council with the most
appropriate information. The reporting process is explained in detail in the Risk
Management Strategy but is summarised below:



6

Cabinet scrutiny Audit monthly T?(p Corpﬁfated
. . update rSKS monitore
Committes Committee p oroviding

I I I I I assurance
Corporate Management Team — _-_____I _____
Quarterly
update

Quarterly

|
|
Directorate I
[ [ | G
l
I |
|

Heads of Heads of Heads of
Service Service Service | Service risks
Quarterly considered
report

|

Top corporate
risks
considered

Top corporate
& Directorate
risks assessed

All staff & Managers

Directorates and Performance Management will act as “gatekeeper” for those risks
being pushed up from Service and Directorate Risk Registers to the Corporate Risk
Register and risks pushed down from the Corporate Risk Register to Directorate or
Service Risk Registers. This will ensure consistency and identify common themes.

New risks identified should be added to the relevant risk register as soon as
they have been identified. Where this is a significant (red) risk it must be
reported on an exception basis through the relevant management structure and not
left until the next routine round of reporting.

The likelihood and impact of each risk must be regularly reviewed in the light of the
effects of control measures or other factors affecting the risk. Where the control
measures are successful the risk score should reduce but where the control
measures are ineffective or inadequate the risk score could increase. Under such
circumstances the existing mitigation action must be reviewed and consideration
given to introducing additional control measures.

Where a previously identified risk is no longer a risk to the objectives, consideration
should be given to removing the risk from the relevant risk register. This should only
be done once the risk has been sufficiently scrutinised as part of the relevant
performance management or member review.

The updated CMT risk register will go on the intranet following its update.
All aspects of the risk management process will reviewed at least once a year.
Training materials and training workshops are available from the Performance

Management Unit as our templates for monitoring specific risk actions and
improvements on 01443 — 864238 or www.pmu.gov.uk

10


http://www.pmu.gov.uk/

Appendix 1 — Risk Register

Background Actual Risk Mitigation actions - what we are doing to Current Comments from latest risk Does this effect the [Longterm |FGA Risk | Risk Owner

information reduce the risk and by when. Have we Risk Level review Well-being of Future |(20-25 Level
considered the five ways of working to help 2016-17 Generations in our |years)/

with a solution? (see ICLIP key) (Oct 2016) Communities? medium / or
short-term
risk

Who owns the

CMTO1 Financial Give details of how What is the actual issue? What is the What can you do about it? Do you have any Progress update looking outside - how What is the
situation arose and cause and what is the effect mitigating actions? will this risk affect our impact of this risk
the root causes and citizens risk over the
long term?

any relevant
background



Appendix 2 — Categories of Risk

Political
Arising from the political situation

Economic & Financial
Arising from the economic situation
and the financial planning framework

Community
Demographics, social trends and meeting
customer needs or expectations

e Change of Government Policy
e Political make-up e Treasury — investment, reforms e Residential patterns and profile
e Election cycles e Demand predictions e Social care
e Decision-making structure e Competition and the effect on price e Regeneration
e Abuse (e.g. fraud, corruption) e Generallregional economic situation e Customer care
¢ Reputation management e Value/cost of capital assets e Quality of community consultation
Technological Legislative/Regulatory Environmental
Arising from the ability to deal with pace of change, Arising from current and potential legal changes and/or Concerned with the physical environment
and the technological situation possible breaches and the organisation’s regulatory . .
information e Type of environment (urban, rural, mixed)
e Capacity to deal with change/advance e Land use — green belt, brown field sites
e State of architecture * New legislation and regulations e.g. Well being e Waste disposal and recycling issues
e Obsolescence of technology of Future Generations (Wales) Act 2015 e Impact of civil emergency (i.e. flood)
e Current performance and reliability e Exposure to regulators e Traffic problems, planning & transport
e Security and standards e Legal challenges/judicial review e Pollution, emissions, noise
e Failure of key system or project e Adequacy of legal support e Climate change & energy efficiency
Professional/Managerial Physical Hazards and Health & Safety Partnership/Contractual
The need to be managerially and professionally Physical hazards associated with people, land, Partnerships, contracts and collaboration
competent buildings, vehicles and equipment . .

e Key partners - public, private & voluntary
o Peer reviews (e.g other authorities) o Health, safety and wellbeing of staff, partners e Accountability frameworks and partnership
e Stability of officer structure and the community boundaries
e Competency and capacity e Accident and incident record keeping e Large-scale projects with joint ventures
e Management frameworks and processes e Maintenance practises e Outsourced services
e Turnover, recruitment and retention e Security of staff, assets, buildings, equipment ¢ Relationship management
e Profession-specific issues ¢ Nature and state of asset base e Change control/exit strategies
e Morale / sickness / productivity e Business continuity

e Partnerships — contractual liabilities




Appendix 3 — Risk Assessment Criteria

LIKELIHOOD

Event is expected to Morr;\]t:rlg o' 1 Almost
occur or occurs regularly frequently Certain
Event VggLE:Obably Annually Likely
Event mav oceur lin2 Possible /
y years Moderate
Event could occur Lin3 Unlikely
years
Event may occur in 1in 10 Rare
certain circumstances years
1 2 3 4 5
Insignificant Minor Moderate Major Catastrophic
A detailed impact o - Catastrophic fall
description is No impact to Minor impact on _— _ Major impact to in service quality
. . service qualit service quality, Significant fall in service quality, and kev service
available in the : Service quairty, minor service service quality, multiple service y
Council Service Service / limited disruption : . ) standards are not
) . to operations standards are not | serious disruption standards not met. lond term
Plan guidance 2017 Operations P met, short term to service met, long term cat,astrg hic
disruption to standards disruption to interruptign o
operations operations operations
Public concern I:g?;r/aduvkﬁirs? Adverse regional Serious negative I;rgilgggle g
Reputation restricted to local media a?ttention or national media regional or national
complaints and complaints public attention national criticism condemnation
Financial | Cost (£) < £50k £50k - £350k £350k - £1m £1m - £5m >£5m

SEVERITY/IMPACT




Appendix 4 — The Sustainable Development Principle
4 Long Term — We must take account of the importance of balancing short-term needs with the need to safeguard the ability
to also meet long-term needs especially where things done to meet short term needs may have detrimental long term effect.

The intended effect of the long term requirement is that you are aware of, and address, the well-being of current and future

generations whilst addressing the needs of the people you currently serve. Taking a long term view (up to 25 years) changes how
we view and score risk. Specific examples are available in the Service Plan Guidance.

A

A Jlntegration - How our well-being objectives may impact upon each of the well-being goals, or on the objectives of other
public bodies. The purpose of taking an integrated approach is to ensure that you recognise the interdependence that exists
between the national and local well-being objectives. This interdepenence also applies to risk identification (cause and effect) and
to solutions that support other peoples goals.

Zm

L _Aprevention - How acting to prevent problems occurring or getting worse may help public bodies meet their objectives. We
must deploy resources to prevent problems occurring, or getting worse may contribute to meeting the body’s well-being objectives or
another body’s objectives. Understanding the underlying causes of the problems people and communities face can help us find
different solutions, intervene early and prevent problems from getting worse or arising in the future. This connects to any mitigation
actions that we put in place to mitigate risk or build on opportunities

1

¥4
Collaboration - Acting in collaboration with any other person (or different parts of the body itself) that could help the body to
meet its well-being objectives. The purpose of taking a collaborative approach is to recognise the different roles that public bodies
play in tackling long-term challenges, and to ensure actions (to mitigate risks or create opportunities) are complimentary and
maximise their collective impact.

[ Elnvolvement: The importance of involving other persons with an interest in achieving the well-being goals and of ensuring
those persons reflect the diversity of the population: Effective involvement of people and communities is at the heart of improving
well-being currently and in the future. It recognises the importance of involving people in decisions that affect them. This is turn can
make sure actions to address risk are the right ones.



